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THE POWER OF BEING UNDERSTOOD
AUDIT | TAX | CONSULTING

RSMis the brand used by a network of independent accounting and consulting firms, each of which practices inits
own right. RSM International Limited does not itself provide any accounting and advisory services.





Terms of Reference:
NCR required IS Due Diligence Review on a Reseller Credit Bureaux
1. OBJECTIVE
	To ascertain if the Reseller Credit Bureaux (‘RCB’) has appropriate systems, processes and policies in place to protect the confidentiality, integrity and availability of consumer credit information.




2. ACRONYMS
	BCP
	Business Continuity Plan

	DRP
	Disaster Recovery Plan

	IS
	Information Systems

	ISACA
	Information Systems Audit and Control Association – South Africa Chapter

	NCA
	The National Credit Act of 2005

	NCR
	National Credit Regulator

	RCB
	Reseller Credit Bureaux


3. AUDITOR REQUIREMENTS
	Background
	Upon application to be an RCB with NCR the RCB submits IS documentation to the NCR for review. As part of the application process the NCR requires the RCB to engage the services of an independent audit firm to perform an IS Due Diligence Review. The contracted audit firm is required to report to the NCR on their factual findings upon conclusion of the engagement.

	Qualifications of the audit engagement Partner or Director
	Certified Information Systems Auditor (CISA) registered with ISACA.

	Applicable audit standards
	ISACA IS Audit and Assurance Standards applicable to Agreed-Upon Procedures Engagements.

	Type of engagement
	Agreed-upon Procedures

	Engagement scope period
	This is a point-in-time review and should be based on the information systems and policies in place as at the date of the commencement of the engagement.

	Procedures to be performed by the independent audit firm
	1. Obtain and inspect the information security policies (‘Policies’) established by the RCB and identify  the  IT controls designed by management in the Policies to prevent:

1.1 Unauthorised Physical and logical access by RCB employees and all third parties, including outsourced service organisation, to consumer credit information;
1.2  Unlawful access to  consumer credit information by any third party and 
1.3 Unlawful distribution of consumer credit information in terms of the NCA.
2. Through interviews with RCB management and inspection of their Policies, confirm that the RCB has established formal access policies and procedures for all third party (client) access to its systems.
3. For each control identified in procedures 1.1 to 1.3 and 2, identify if the control is operating as defined in the Policies.(Refer to section 4 for sample size guidance)
4. Identify and report on the destruction policies and procedures of the consumer credit information received by the RCB.
5. Obtain a declaration of cloud service providers used by the RCB and for each cloud service provider report on the following:

5.1 Geographical location of the servers used by the cloud service provider to render services to the RCB and

5.2 Encryption protocols over consumer credit information at rest and in transit with the cloud provider.
6. Obtain and inspect the BCP and DRP of the RCB and report on the following:

6.1 The controls identified in the BCP and RCB to backup, recover and provide availability of consumer credit information;
6.2 Off-site backup locations used by the RCB and 
6.3 The extent to which the BCP and DRP has been tested by the RCB for operating effectiveness.
6.4 Encryption protocols over consumer credit information which is backed up.
7. Obtain and inspect suitable IS documentation and report on the nature of the following security systems and applications, which has been implemented by the RCB, and the extent to which the latest updates was performed on identified systems and applications:
7.1 Intrusion detection mechanisms;
7.2 Anti-Malware software;
7.3 Firewalls (software and hardware devices) and 
7.4 Encryption protocols over consumer credit information at rest and in transit.


4. ADDITIONAL AUDITOR GUIDANCE 
	Sampling:
For procedures which require sample selection the auditor should determine the sample size in line with the IT control frequency as indicated in table 4.1 below. The number of items sampled and reviewed as well as the total population of control frequency occurrences should be reported in the factual findings section of the report.
Sample population parameters should be from the date of the IT control implementation to the date of commencement of the engagement. The population parameters should not exceed 12 months preceding the date of commencement of the engagement.
Table 4.1: Sample Size Determination

Frequency of Control

Assumed Population of Control Occurrences

Sample Size to Review
Annual

1

1

Quarterly

4

2

Monthly

12

3

Weekly

52

5

Daily

250

20

Multiple times per day

Over 250

25
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